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These instructions must be read thoroughly before installation or operation. This instruction manual was accurate at the time of
printing. Please see dodgeindustrial.com for updated instruction manuals.
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1 INTRODUCTION

This guide describes how to use the X2000 Gateway — On-Premise that supports EtherNet/IP in an Ethernet network industrial protocol
and OPC Unified Architecture (UA) to collect data from OPTIFY™ sensors. This document guides you through setup configurations and
mapping sensors to OPC-UA or EtherNet/IP subsystems.

The key performance indicator (KPI) values are:
«  Surface temperature
»  Acceleration RMS
*  Velocity RMS
* Peakacceleration

The gateway application offers an interface for OPC-UA server and EtherNet/IP that can support:
. Up to 20 OPTIFY sensors
. Up to 10 OPC-UA clients
* Uptofive EtherNet/IP-based devices

The typical gateway software functionality includes:
*  Measurement interval and accelerometer range setup
*  Sensor firmware update
*  Sensor clock synchronization
*  Backup and restore configuration data
*  Export historical data: last 24 hours and last seven days
»  Export sensorraw data
*  Change unit values between metric and imperial

1.1 Acronyms

*  EtherNet/IP - Ethernet Network for Industrial Protocol
*«  OPC-UA - Open Platform Communications Unified Architecture
¢ CIP-Common Industrial Protocol

1.2 Systemrequirements

The gateway software requires the following application components:
*  X2000 Gateway with firmware version: 2.1.1 or newer
»  Container version: 1.2.0 or newer
«  Application version: 1.2 or newer

All the components are preinstalled on the gateway. In case of manual installation or updating the software please refer to section six of
this user guide.

1.3 Tested OPC-UA client software

. Prosys OPC: downloads.prosysopc.com/opc-ua-client-downloads.php#download
. UaExpert: unified-automation.com/downloads/opc-ua-clients.html

1.4 Supported PLC controllers

»  Allen-Bradley — CompactLogix EtherNet/IP
* Tested PLCs
e 1769-L33ER Compact Logix 2 MB Memory
+ 1769-L16ER-BB1B
NOTE: To connect directly to a PLC, the PLC must be EtherNet/IP compatible. Check with your local IT department to confirm

this before continuing. Not all PLCs that connect with an Ethernet cable are Ethernet/IP compatible.
1.5 References
*  Open Source OPC UA licensed under the MPL v2.0 open62541.org/

*  Open-source Rockwell Automation EtherNet/IP library https://www.odva.org
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2 PRELIMINARY STEPS
2.1 Logintodashboard

Open your web browser (Google Chrome is recommended). Enter the assigned IP Address and press enter. Enter your username and
password. For more information, please refer to the X2000 Gateway — On-Premise installation manual.

y Cassla

Networks

Cassia Bluetooth Gateway Management Platform

Figure 1-Login page

2.2 Dashboard view

Upon logging into the gateway, the Status tab is displayed by default. From the top banner, you can select the OPC-UA or
EtherNet/IP tab.
*  Select the OPC-UA tab to set up an OPC-UA server

»  Select the EtherNet/IP tab to set up an EtherNet/IP interface

B & & O |E 8 ©

Status Basic  Service Container OPC-UA EtherNet/IP, Events Other

Model X2000
MAC CC:1B:E0:E2:3D:CC
Working Mode Standalone
ETH IP 10.85.13.114
WLAN IP 192.168.40.1
Cellular IP

Country/Region United States
Firmware Version 2.1.1.2111122257
Up Time 1min 39sec
Chip0 Active Scan
Chip1 Idle
CPU Usage 35.70%
Memory Usage 18.13%
Storage Usage 20.35MB / 111.20MB

m Service Statistics (MQTT)

Type Code Description #of Packets

Figure 2 - Dashboard view
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3 SENSOR MONITORING MANAGEMENT

This gateway scans and captures Bluetooth® Low Energy (BLE) advertising packets transmitted by OPTIFY sensors. The same sensor

management is available on both the OPC-UA and EtherNet/IP tabs and allows users to execute the following actions:

Scan - show a list of active sensors within range of the gateway

Replace - replace an existing sensor with a new sensor
Delete — remove selected sensor from the list
Refresh —refresh the list of sensors in range of the gateway every defined period or never

Options — show more settings

Export/Configuration — export current list of sensors and settings
Export/Last 1 day history

Export/Last 7 days history

Export/Debug logs

Change units: imperial or metric

Change EtherNet/IP operating mode between CIP and EtherNet/IP tag writer

Details — show more information

Read sensor details and last performed measurement
Read/update measurement interval and accelerometer range
Read firmware version

Enable tri-axis measurements

Download raw sensor data

Synchronize clock

Update firmware

B © O

Status Basic Container | OPC-UA EtherNet/IP Events Other

Channel

# Name Serial Numberlld OPC State BLE State MAC Address Action

01 = 10006981 CONFIG up 50:3T:AD:02:1D:94
oz o - 10008329 CONFIG up 50:3:AD:02:22:FC
gs | - 10009447 CONFIG up 50:3T:AD:02:27:68
04 - 10009455 CONFIG up 50:3T:AD:02:27:73

Figure 3- OPC-UA page
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B © @

Status Basic Container

OPC-UA EtherNet/IP Events Other

# MAC Address Serial Numberl PLC State BLE State Action

[ 50:31:AD:02:1D:94 10006981

CONFIG up @

Figure 4 - EtherNet/IP page

3.1 Adding sensors to monitoring list

From the OPC-UA or EtherNet/IP page:
1. Clickscan.

2. Click add on the chosen sensor.

Add to OPC-UA

# MAC Address
50:31:AD:02:1D:94

50:31:AD:02:1D:CE
50:31:AD:02:21:41
50:31:AD:02:22:FC
50:31:AD:02:25:6B
50:31:AD:02:27:6B
50:31:AD:02:27:6C
50:31:AD:02:27:73
50:31:AD:02:28:FO

50:3T:AD:02:28:FA

Serial NumberflJ Action

10006981 Configured

10007035 Add
10007895 Add

10008329 Configured

10008938 Add

10009447 Configured

10009448 Add

10009455 Configured

>I

10009835 dd

10009845 Add

Figure 5 - Add sensorto OPC-UA

NOTE: To add a sensor on the EtherNet/IP page, you will also need to input the IP address of the PLC controller.
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Add to EtherNet/IP

MAC Address
50:31:AD:02:1D:94

50:31:AD:02:1D:CE

50:31:AD:02:21:41

50:31:AD:02:22:FC

50:31:AD:02:25:6B

50:31:AD:02:27:6B

50:31:AD:02:27:6C

50:31:AD:02:27:73

50:31:AD:02:28:F0

50:31:AD:02:28:FA

8
&
g
3
g
]
2

10006981

10007035

10007895

10008329

10008938

10009447

10009448

10009455

10009835

10009845

-}

g
a

-8

a

-}

Figure 6 - Add sensor to EtherNet/IP

After adding the sensors, the gateway will start to synchronize the sensors' clocks. Wait for the synchronization process to complete on

all sensors and press OK.

Sync Time Result

MAC Address

50:31:AD:02:40:6C

Figure 7 - Sensor clock synchronization
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3.2 Deleting sensors from monitoring list

To delete sensors from the monitoring list:
1. Select sensors in the monitoring list.

2. Click delete.
B & O
00
Status Basic Container | OPC-UA EtherNet/IP Events Other
N
R
Channel
# Name Serial Numberld OPCState  BLE State  MAC Address Action
01 000 10006981 CONFIG up 50:31:AD:02:1D:94
2 o0 10008329 CONFIG up 50:31:AD:02:22:FC @
3 002 10009447 CONFIG up 50:31:AD:02:27:68 @
04 003 10009455 CONFIG up 50:31:AD:02:27:73
Figure 8 - Delete sensors
3. Clickyes.

Are you sure to delete 50:3T:AD:02:22:FC,50:31:AD:02:27:6B

o]

Figure 9 - Delete sensors confirmation

3.3 Refreshing monitoring list

To change refresh rate in the monitoring list:
1. Clickonthe drop-down list.
2. Choose desired option from list.

B @ @

Status Basic Container | OPC-UA FEtherNet/IP Events Other

——
Refresh(20 secs) ~ Options
—_——

Channel 5 secs
# Name Serial Numberlld OPCSt 20 secs MAC Address Action
5 mins
01 000 10006981 CONFIC 50:31:AD:02:1D:94
Never
02 001 10008329 CONFIG up 50:31:AD:02:22:FC
02 o002 10009447 CONFIG up 50:31:AD:02:27:68
04 o003 10009455 CONFIG up 50:31:AD:02:27:73

Figure 10 - Refresh rate
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3.4 Options menu

This menu will allow you to change units, swap EtherNet/IP operating modes between CIP and EtherNet/IP tag writing, restore old

monitoring configurations, and export historical and configuration data.

To access options:
1. Clickoptions.

H © 9

Status Basic Container OPC-UA EtherNet/IP Events Other

# MAC Address Serial Numberl PLC State BLE State Action
01 50:31:AD:02:1D:94 10006981 0/1 uP
02 50:31:AD:02:40:6C 10015798 CONFIG up

Figure 11 - Options selection

To change units:
1. Selectimperial or metric from the drop-down list.
2. Clicksave.

Imperial

Save

Ethernet/IP operation

Ethernet/IP tag writer

Save

Restore Config

Select File

Figure 12 - Unit selection
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To export files:
1. Clickexport.
2. Select configuration, last 24 hours history, last 7 days history, or debug logs.

Options

Unit

Imperial

Save

Ethernet/IP operation

Ethernet/IP tag writer
Save

Restore Config

Export ~

Configuration

Last 24 Hours History
Last 7 Days History
Debug Logs

Figure 13 - Export files
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To restore configuration:
1. Clickselectfile.

T
Options X
Unit
Imperial v

Save

Ethernet/IP operation

Ethernet/IP tag writer v

Save

Restore Config

Select File

Export~

Figure 14 - Select configuration file

2. Locate the exported configuration file on your device and click open.

@ Open x|
« > ~ 4 [l > Search Results in Downloads ~ C sensors x
Organize + =- Jd @
> @ Connor-RBCB Name Date modified Type Size

~ Today
o Desktop ~ # 37 sensors 10/30/2023 4:49 PM Microsoft Excel C... 2k8
> Last week

<\ Downloads #

> Earlier this month
= Documents #

> Last month

PN Pictures »
> Earlier this year
" Work »
Search again in:
Music »
e = Libraries B This PC Custom...
£ videos #*

" Screenshots

User Stary Phate

File name: | sensors | anFies v

Cancel

Figure 15 - Open configuration file
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3.

Click restore.

Options

Unit

Imperial

Save

Ethernet/IP operation

Ethernet/IP tag writer

Save

Restore Config

Select File Restore

SENs0rs.csv

Figure 16 - Restore configuration

3.5 Viewing sensor details

Once all sensors have been added, to view the sensor data within the OPC-UA or EtherNet/IP page:

Click on details for the desired sensor.

B © 9

Status Basic Container | OPC-UA EtherNet/IP Events

£ 2 )

Channel
# Name Serial Numherﬂ OPC State BLE State MAC Address
01 000 10006981 CONFIG up 50:31:AD:02:1D:94
02 oot 10008329 CONFIG up 50:31:AD:02:22:FC
O3 o002 10009447 CONFIG up 50:31:AD:02:27:6B
04 o003 10009455 CONFIG up 50:31:AD:02:27:73

Sensor details on the OPC-UA pages contains two tabs while the EtherNet/IP page contains one additional tab (three in total).

Figure 17 - Sensor details selection

10

Other

oo

Action

Details

BA6@
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3.5.1 Measurementtab

The measurement tab inside the OPC-UA page contains information specific to the sensor, such as the MAC address, the serial
number, and the sensor parameters data from the last measurement performed.

50:31:AD:02:1D:94 - Details

Parameter

MAC Address
Serial Number
State

BLE State
Acceleration RMS
Velocity RMS
Surface Temperature
Peak

Kurtosis
Skewness

Sensor Rssi Value
Timestamp

Index

Units

Value
50:31:AD:02:1D:94
10006981

CONFIG

UP

0.00293 g

0in/s

734 °F

0.014 ¢
2.84765625
-0.96875

-39

10/30/2023, 4:00:00 PM
15348

imperial

Figure 18 - Measurement tab

The measurement tab inside EtherNet/IP contains the same information as the OPC-UA page, as well as an additional column based
on the selected EtherNet/IP operation.

For selected CIP server operation, there is an input array parameter.

50:31:AD:02:1D:94 - Details

Parameter Value

MAC Address 50:31:AD:02:1D:94
Serial Number 10006981

State 0/1

BLE State up

Acceleration RMS 0.00293 g
Velocity RMS 0in/s

Surface Temperature 734°F

Peak 0014 g

Kurtosis 2.84765625
Skewness -0.96875

Sensor Rssi Value -39

Timestamp 10/30/2023, 4:00:00 PM
Index 15348

Units imperial

PLC list Settings

Input Array

I.Data[0]

I.Data[1]

I.Data[2]

I.Data[3]

I.Data[6]

I.Data[4]

I.Data[5]

Figure 19 - Input array parameter
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For selected EtherNet/IP tag writer operation, there is a PLC tag parameter.

50:31:AD:02:1D:94 - Details X
PLC list Settings
Parameter Value
MAC Address 50:31:AD:02:1D:94 =
Serial Number 10006981
State 0/1
BLE State up
Acceleration RMS 0.00293 g _10006981_acc_rms
Velocity RMS 0in/s _10006981_vel_rms
Surface Temperature 734 °F _10006981_skin_temp
Peak 0.014g _10006981_peak
Kurtosis 2.84765625
Skewness -0.96875
Sensor Rssi Value -39
Timestamp 10/30/2023, 4:00:00 PM _10006981_time
Index 15348
Units imperial _10006981_units
i s i)

Figure 20 - PLC tag parameter

For more information on how to change EtherNet/IP operation, please refer to section five of this guide.

NOTE: To learn more about what each sensor parameter means, please refer to the OPTIFY Sensor user guide at:
iiot-dodgeindustrial.swipeguide.com/guide/optify-sensor-user-guide

3.5.2 PLClisttab (only EtherNet/IP page)

The PLC list tab appears only on the EtherNet/IP page and contains the configured IP address of the PLC controller which is set when
adding a sensor.

50:31:AD:02:1D:94 - Details X
Measurement Settings
# Ip address State Action

1 192.168.40.1 DOWN
- : [ nas

Figure 21 - PLC list tab

3.5.3 Settingstab
3.5.3.1 Measurement interval and accelerometer range

The settings tab displays the sensor's current measurement interval and accelerometer range, which can be modified here
if needed.
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By default, the sensor measurement interval is one hour and the accelerometer range is auto. However, if the measurement interval
and accelerometer range need to be changed, complete the following steps:

Click on the settings tab.

1
2.

Click read.

50:31:AD:02:1D:94 - Details X

Measurement Interval

Accelerometer Range

e T

Firmware Version

Tri-Axis

Sync Sensor’s Clock

Update Firmware

Select File

Figure 22 - Read sensor settings
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3.
4.
5.

Select desired measurement interval (from 15 minutes to 12 hours).
Select desired accelerometer range (up to 16 g).

Click write.

50:31:AD:02:1D:94 - Details

Measurement Interval

1 Hours ¥ 0 Minute

Accelerometer Range

Auto

Firmware Version

4,0.2

Tri-Axis

Disabled

Sync Sensor's Clock

Update Firmware

Select File

Figure 23 - Write sensor settings

14
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3.5.3.2 Firmware version

In order to read the firmware version on the sensor:

1

Click read.

50:31:AD:02:1D:94 - Details

Measurement Interval

Accelerometer Range

(e [

Firmware Version

Tri-Axis

Disabled

Sync Sensor’s Clock

Update Firmware

Select File

Figure 24 - Read firmware version
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3.5.3.3 Enable/disable tri-axis data

In order to collect tri-axis raw data from the sensor:
1. Clickread to check the current sensor setting.

50:31:AD:02:1D:94 - Details X

Measurement Interval

Accelerometer Range

(o L

Firmware Version

Tri-Axis

Disabled

Sync Sensor’s Clock

Update Firmware

Select File

Figure 25 - Read sensor tri-axis status
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2. Click toggle and wait for confirmation.

192.168.40.1:3000 says

5 Tri-Axis toggled successfully.

MIedsuremment

Measurement Interval

Accelerometer Range

(s [

Firmware Version

Loading

Tri-Axis

Disabled

Sync Sensor's Clock

Update Firmware

Select File

Figure 26 - Change sensor tri-axis status
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3.5.3.4 Synchronize sensor clock

Synchronizing the sensors clock is critical for accurate measurement data. The gateway will sync a sensor clock when first adding the

sensor, but if this fails or if measurements are showing the wrong time, please resynchronize the clock.

1. Clicksync sensor's clock.

50:31:AD:02:1D:94 - Details

Measurement Interval

Accelerometer Range

e P

Firmware Version

Tri-Axis

Enabled

Sync Sensor’s Clock

Update Firmware

Select File

Figure 27 - Synchronize sensor's clock
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3.5.3.5 Update sensor firmware
In order to update sensor firmware:
1. Click selectfile.

NOTE: Contact Dodge lloT technical support by phone at +1 864 284 5700 ext. 6 or email at
engineering@support.dodgeindustrial.com to obtain the sensor firmware file.

50:31:AD:02:1D:94 - Details X

Measurement Interval

Accelerometer Range

s L

Firmware Version

Tri-Axis

Enabled

Sync Sensor's Clock

Update Firmware

Select File

Figure 28 - Select file
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2.

3.

Locate the sensor firmware file on your device and click open.

Click install.

@ Open X |
<« >~ 4 [ » SearchResultsin Desktop v G edwinsensor x
Organize = = O @

> @ Connor-RECB EdwinSensorFW_3_2_4.binsigned Date modified: 6/9/2022 3:06 PM I

Ci\Users\Gackson\Desktop  Type: SIGNEDFile  Size: 118 KB

G Desktop  # Search again in:
2 Libraries [ This PC Custom..

& Downloads #

] Documents #

Pictures 4

= Work »

@ Music »

3 videos »

= Screenshots

“ User Stans Phate

File name: | EdwinSensorFW_3_2_4.bin.signed | AuFites -

Cancel

Figure 29 - Select sensor firmware

50:31:AD:02:1D:94 - Details X

Measurement Interval

Accelerometer Range

(e [

Firmware Version

Tri-Axis

Enabled

Sync Sensor's Clock

Update Firmware

EdwinSensorFW_3_2_4.bin.signed

Figure 30 - Install sensor firmware
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4. Wait for the new firmware installation to complete.

50:31:AD:02:1D:94 - Details

Measurement Interval

Accelerometer Range

(e [

Firmware Update Finished

100.00%

Enabled

Sync Sensor's Clock

Update Firmware

EdwinSensorFW_3_2_4.bin.signed

Figure 31 - Finish installing firmware
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3.5.3.6 Exporting raw sensor data

Raw sensor data can be exported to a .xlIsx file for post-processing. To export:
1. Selectthe get raw data button under sensor settings.

50:31:AD:02:1D:94 - Details X

Measurement Interval

Accelerometer Range

(s [

Firmware Version

Tri-Axis

Enabled

Sync Sensor's Clock

Update Firmware

Select File

Figure 32 - Select get raw data

2. An Excelfile will download. Depending on whether the sensor is set to one axis or tri-axis, this sheet will include different
columns.

e w » & 0O

@ raw_data_m5031AD0222FC_sn10008329.xls
X

401 KE = Done

Figure 33 - Raw data download
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3.6 Replacing a sensor with a new one

In case of a dead battery or faulty sensor, purchase a new sensor. To replace the existing sensor with a new sensor, complete the
following steps after commissioning the replacements following the instructions in the installation manual.

1. Select replace in either OPC-UA or EtherNet/IP.

B © O

Status Basic Container | OPC-UA EtherNet/IP Events Other

Refresh(20 secs) ~ Options

Channel
# Name Serial Numbern OPC State BLE State MAC Address Action
O 000 10006981 CONFIG DOWN 50:31:AD:02:1D:94 @
02 oot 10008329 CONFIG up 50:31:AD:02:22:FC
O3 002 10009447 CONFIG up 50:31:AD:02:27:6B
O4 o003 10009455 CONFIG up 50:31:AD:02:27:73 @

Figure 34 - Replace sensor

2. Inthe menu that appears, multiple sensors can be selected for replacement. One at a time, select an existing sensor and its
corresponding replacement sensor. The number of the existing sensor will appear next to the sensor that will replace it.

Existing Sensors Replace With »

Serial Serial

# MAC Address Channel # MAC Address
Number Number

0[] 50:31:AD:02:1D:94 10006981 000 [J 50:31:AD:02:3B:24

10 50:31:AD:02:22:FC 10008329 001 [ 50:31:AD:02:59:C9

2[0) 50:31:AD:02:27:6B 10009447 002 10 150:31:AD:02:1D:CE 10007035

38 50:31:AD:02:27:73 10009455 003 [J 50:31:AD:02:21:41 10007895

2| 50:31:AD:02:25:6B 10008938
350:31:AD:OZ:2?:6C 10009448
50:31:AD:02:28:F0 10009835
50:31:AD:02:28:FA 10009845
0:31:AD:02:28:FF 10009850
0:31:AD:02:29:03 10009854
0:31:AD:02:29:09 10009860
0:31:AD:02:23:0F 10009865
:31:AD:02:29:11 10009867
:31:AD:02:29:CA 10010049
0:31:AD:02:29:D09 10010064
0:31:AD:02:2C:78 10010731
0:31:AD:02:2C:7A 10010733
0:31T:AD:02:2F:60 10011458
0:31:AD:02:2F:72 10011476
0:31:AD:02:2F:79 10011483 -

O
O
]
O
O
=]
[J 50
[ 50
O
O
]
O
]
O

(SRR R BT RV R, BT, BT RV RV T R}

Figure 35 - Replace sensor selection
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3. Select submit and confirm the changes made. Click yes.

E The fellowing sensors will be replaced

Old MAC Old SN New MAC New SN Channel
50:31:AD:02:22:FC 10008329 50:31:AD:02:1D:CE 10007035 001
50:31:AD:02:27:68 10009447 50:31:AD:02:25:6B 10008938 002

001 50:31A  50:31:AD:02:27:73 10009455 50:31:AD:02:27:6C 10009448 003
1] 50:31:A

38 50:31:A

# MACA

2| 150:31:AD:02:25:6B 10008938
38 50:31:AD:02:27:6C 10009448
[0 50:31:AD:02:28:F0 10009835
[J 50:31:AD:02:28:FA 10009845
[0 50:31:AD:02:28:FF 10009850
[J 50:31:AD:02:29:03 10009854
[J 50:31:AD:02:29:09 10009860
[J 50:31:AD:02:29:0F 10009865
[J 50:31:AD:02:29:11 10009867
[J 50:31:AD:02:29:CA 10010049
[J 50:31:AD:02:29:D9 10010064
[J 50:31:AD:02:2C:78 10010731
[J 50:31:AD:02:2C:7A 10010733
[0 50:31:AD:02:2F:60 10011458
[J 50:31:AD:02:2F:72 10011476
[ 50:31:AD:02:2F:79 10011483 -

Figure 36 - Replacement validation

Once the sensors have been successfully replaced, a confirmation window will appear.

I 192.168.40.1:3000 says I

r Sensors replaced successfully. Please refresh the page.

: N

L R R R R R R R R R R

Figure 37 - Replacement confirmation window
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4  OPC-UA SERVER CONFIGURATION

4.1 Before youbegin

Ensure that the OPC-UA clients can ping the gateway.

4.2 Connecting to OPC-UA clients

There are many OPC-UA client software options available in the industry. For this user guide, Prosys OPC UA client is used.

1. Launch Prosys OPC UA client application.
2. Write: opc.tcp://(IP address assigned to gateway by the local area network):61210
(e.g., opc.tcp://192.168.0.192:61210)

Dacomactns e IS AV |
-

00 P R Lt o

QPC UA

* Connecting to 8 Sarver

Browser

1.Type i sorver shdress ot pddress Cas e op of the
[
2 Press # 1o conoect 10 She senver.

3. Gaioct Secuity Mode and Pobey
L Login wih your Lsex eredentals of snonymously,

* Subseribing 1o an MOTT broker {PubSch)
* Subscribing 10 an OPC UA UDP sddress (PubSub)

MAC CC:1B:EQ:E230:00

Working Mcde Stendaion

ETHIP 10.85.13.114

WLAN 1P 192.168.40.1

Cellular 1P

Country/Region Uniked States
Firrware Virsion 2,11.2111122257
Up Time 15hes Jmin Shsec
Chipd Active Scan
Chipl Idie
CPU Usage 40.36%
Memmary Usage 23.68%
Storage Usage 2263MB/ 111.20MB
b service statistics (MQTT)
Type Code Description Zof Packets

| o0 |

Figure 38 - Gateway network IP

3. Press enter key to connect to server.
4. Select none below security mode and security policy.

5. Click OK.

+ Bigw Connaction X | o |

Disconnected  +* | opecp /10 8813 11481710

/| Show only modas that are supported by ihe server
| Awiys prompt for Security Seltings

|

Figure 39 - Security settings
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4.2.1 Checking sensor parameters

1. Click onthe triangle symbol to expand objects folder.

b} P = o %
=} 55 | ||| Atiributes and References | -
Filters | ola || 38 DeowpeDirection  Forward =
: Atribnte Valie Heterence Typo Tacgel
No content in table Na comtent in table
Figure 40 - Objects folder
2. Click on the triangle symbol next to the sensor number.
IR Bromys 0O LA Becmer e X = - o 4
Options  Melp
Dodge OPC-LA Application X | <=
Running Catio x &
(o} 23 || Attributes ond Refurences | ==
d Fitiers | ola || 28 Browselwection | Forward =
Attribute Value ReterenceType Taiget

Ho content in table Nocontent in table

Figure 41 - Sensor number
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3. Click on the name of the variable (e.g., rms).

[ Ty —

- '8 x
Optians  Helg
) Dodge OPC-LUA Application % | =
Runsing | A || 6pe10py/10 9513 11461210 umidadge servar application v | || o8
- @ la | Anrootes sna Refersnces | =
v B oopecn ® Fiters (e | [82]  Browsetsection | Forward =
Attribite Valas RefesenceType Target
b Hodeld rese 508 000ms * b
MNodeClass Wariatle
L 11ms
» DisplayMame ms
G ki » Descrpion
rperature bottom
ik g WriteMask Hooe
v @00 Hoak
oS00 » Vale D.0029206875
[ EX. » DaType Fioat
* @ Server Valusfank Ay
W Ty AmayDimensions
1 Views b Accetsiavel [curtatRaad, Current
F Ussaccesstevel  [Cormfoad, Guront
MinimumSamplin. 0.0
HiRtarizing falzs
» RolePermissions
» UserRolePermiss!
b AccesiResirictions
» AccessLevelbx
Figure 42 - Variables
4.2.2 Monitor sensor parameter
1. Right-click on the chosen variable.
2. Click monitor.
) Progys ORC UL Bromaar = g
Optiors  Halp
) bodge OPCUA Applieation X | 4=
Rumning | 37 | opcropri084 6311481210 ~ uerdodge serv apalication || X || |&
@ Attributes and References | 4
* I Objects @ Filters [oa || 38| BrowseDwection | Foiwaid =
¥ @ 5000 -
farsyes Attribute Valun FelesenceType Targel
» 63 mac_addiess * Modeld 931,58 0004ms » HasTyp 1 o
+ 63 peak NodeClats Variable
+ Browsehame Trme
+ B man © Refrash » Displayhame ms
* Eseial  write vaiue + Desciption
: g:‘; WritedMask Hong
Sy Show Data History UserwiriteMask  Hone
» @500 oy BrowsePath » valun 0002990578
b #5003 > DataType Fleat
» W Server WahueRack Ay
- Ty AayDimensons
» W Viem » Accasslevel fourentResd, Cument
» UserAccesslevel  [Currentfiead, Cunent
MinituniSemplin_ 0.0
Histarizing false

¥ RoleFormsson

¥ UsesRctoPoniss,
b RecassResHClons
¥ AcosssleveiEs

Figure 43 - Monitor sensor parameter
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4.2.3 Observing new data of a sensor parameter
To observe new data of a certain variable:

1. Set publishing interval to 50.

2. Click on checkbox on the graph column.

3. Setshow data for seconds to 3600.

4.  Observe new data in the rms tab.

T

F——— mads

Figure 44 - Observing new data

5 ETHERNET/IP CONFIGURATIONS
5.1 Changing EtherNet/IP operation

EtherNet/IP setup supports two modes of operation. Select the appropriate mode for the PLC prior to viewing sensor data.

From the gateway EtherNet/IP page:
1. Selectoptions.

B ©® O

Status Basic Container OPC-UA EtherNet/IP Events Other

# MAC Address Serial Numberf) PLC State BLE State Action

01  S50:31:AD:02:1D:94 10006981 0/1 uP @

2 50:31:AD:02:40:6C 10015798 01 up

Figure 45 - EtherNet/IP options
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2. Select EtherNet/IP tag writer or CIP server, then click save.

Options

Unit

Imperial

Save

Ethernet/IP operation

Ethernet/IP tag writer

Save

Restore Config

Figure 46 - Selecting EtherNet/IP writer

Options

Unit

Imperial

Save

Ethernet/IP operation

CIP Server

Restore Config

Figure 47 - Selecting CIP server
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5.2 EtherNet/IP tag writer operation

Ensure EtherNet/IP tag writer operation is selected. Refer to section 5.1 of this user guide.

5.2.1 Viewing sensor details
To view selected sensor details:

1. Click details for selected sensor.

H &

Status Basic

N

Container

OPC-UA EtherNet/IP FEvents

# MAC Address Serial Numbero PLC State BLE State
(m] 50:31:AD:02:1D:94 10006981 0/1 up
a2 50:31:AD:02:40:6C 10015798 0/1 up

Figure 48 - Viewing sensor details

The measurement tab contains information specific to the sensor such as the MAC address, the serial number, and the sensor

parameters data from the last measurement performed.

Parameter

MAC Address
Serial Number
State

BLE State
Acceleration RMS
Velocity RMS
Surface Temperature
Peak

Kurtosis
Skewness

Sensor Rssi Value
Timestamp

Index

Units

Figure 49 - EtherNet/IP measurement tab

See table below with PLC tags and their types.

50:31:AD:02:1D:94 - Details

Measurement

Value

50:31:AD:02:1D:94

PLC list Settings

PLC Tag

10006981

0/1

up

0.00293 g _10006981_acc_rms
0.004488 in/s _10006981_vel_rms
716 °F _10006981_skin_temp
0.155g _10006981_peak
2.94140625

-1.15234375

-47

1/1/1970, 10:00:00 AM _10006981_time
15365

imperial _10006981_units

Action

Parameter PLC Tag Type
Acceleration RMS _10015901_acc_rms DINT
Velocity RMS 10015901 _vel_rms DINT
Surface Temperature 10015901 _skin_temp DINT
Timestamp 10015901 _time DINT
Units 10015901 _units DINT

Peak Acceleration 10015901 _peak DINT

NOTE: [SN] = Serial Number of specific sensor (example:

10021078_acc_rms).
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PLC list tab contains information about configured IP addresses for PLC controller.

50:31:AD:02:1D:94 - Details

Measurement PLC list Settings

# Ip address State Action
1 192.168.40.1 DOWN
N B

Figure 50 - PLC list tab

To add a new PLC controller to a specific sensor:
1. Write IP address of PLC controller.
2. Clickadd.

50:31:AD:02:1D:94 - Details

Measurement PLC list Settings

# Ip address State Action
1 192.168.40.1 DOWN
[ ) ] ]

Figure 51 - Adding new PLC controller to sensor
5.2.2 Configuring EtherNet/IP tag writer inside Studio 5000
1. Launch Studio 5000 and open existing project.

r

Studio 5000°

Create Open Explore
New Project Existing Project Help
From Impart Sample Project About
" From Sample Project From Upload
Recent Projects
o cip_test @ oFcus_PLC_10_81 @ oFcus_PLC_10_81 & oPcua_FLC_10 81

o test

Figure 52 - Open existing project
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Navigate to controller tags, then navigate to edit tags.

Figure 53 - Edit tags

Copy PLC tags of specific sensor and create them.

Name Data Type
_XXXXXXXX_acc_rms DINT
_XXXXXXXX_vel_rms DINT

_XXXXXXXX_sKin_temp DINT
_XXXXXXXX_time DINT
_XXXXXXXX_Units DINT
_XXXXXXXX_peak DINT

NOTE: xxxxxxxx is the serial number of the selected sensor (example: _10015901_acc_rms).

See example below with one sensor.

< Controller Tags - tag_writer_test{controller) x _

Scope: | [ tag_writer_test v‘ Shiow: |ﬂ.IITags

Mame -2 « Alias For Base Tag
b 1000171 _acc_rms

B 100012477 _skin_t..,

Bo_100012477 time

B 100013471 _units

B 10001371 wel_rms

Bo_100012471_peak

Figure 54 - Choosing tags
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5. Save the project. Upload tags when prompted.

Logix Designer

Online tag walues may have changed since the last upload,
! Tao ensure that current values are sawved you should upload
them.

Upload tag values before saving the project?

Yes Mo Cancel

Figure 55 - Upload tags prompt

6. Navigate to monitor tags.

 ContioterTags - tag_witer estconroer < [

Seope: | (@teg_witer_ted | Shaw a1 Tags

[Mame 52 «|value
b 100019471 _acc_rms
b 100018471 skin_temp

+ Force Mask * Style
0
0
b 100019471 time 0 Decimal
0
0
0
0

Decimal

Decimal

b _100019471_urits
b _100019471_vel_rms
b _100013471_peak

b 10015911 _acc_rms

Decimal
Decimal
Decimal

Decimal

Figure 56 - Monitor tags

5.3 CIP server operation
5.3.1 Viewing sensor details
Ensure CIP operation is selected. Refer to section 5.1 of this user guide.

To view selected sensor details:
1. Click details for selected sensor.

B €& ©

Status Basic Container OPC-UA EtherNet/IP FEvents

Data Type
DINT
DINT
DINT
DINT
DINT
DINT
DINT

©

Other

# MAC Address Serial Numberd PLC State BLE State Action

02 50:31:AD:02:40:6C 10015798 0/1 up

Figure 57 - Viewing sensor details

01  50:31:AD:02:1D:94 10006981 o071 up m

The measurement tab contains information specific to the sensor such as the MAC address, the serial number, the list of input arrays,

and the sensor parameters data from the last measurement performed.
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50:31:AD:02:1D:94 - Details

Measurement

Parameter Value

MAC Address

Serial Number 10006981

State

0/1

BLE State up

Acceleration RMS 0.00293 g
Velocity RMS 0.004488 in/s

Surface Temperature 716 °F

Peak

0.155g

Kurtosis 294140625

Skewness -1.15234375

Sensor Rssi Value -42

Timestamp
Index

Units

15365

imperial

50:31:AD:02:1D:94

1/1/1970, 10:00:00 AM

PLC list

Settings

Input Array

Figure 58 - CIP measurement tab

See table below with input array and their types.

Parameter Input Array Type
Serial Number |.Data[0] DINT
Acceleration RMS |.Data[1] DINT
Velocity RMS |.Data[2] DINT
Surface Temperature |.Data[3] DINT
Peak Acceleration |.Data[4] DINT
Timestamp |.Data[5] DINT
Units |.Data[6] DINT

NOTE: Numbers inside square brackets stand for an index number in input array in CIP server and will change depending on
the number of sensors in the server.

5.3.2 Configuring CIP server inside Studio 5000

1

Launch Studio 5000 and create new project.

Studio 5000°

.

Recent Projects
o cip_test

o test

New Project

Create

From Impart

@ oFcus_PLC_10_81

From Sample Project

Open
Existing Project
Sample Project

From Upload

@ oFcus_PLC_10_81

Explore

Help
About

@ oFcua_PLC 1081

Figure 59 - Create new project
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2.
3.
4,

5.

6.

Click on Logix tab.
Select a PLC type, and type a name for the project in the name field.
Click next.

6 Mewr Project

Project Types Search
3 Logix 4 Compactlegix™ 5370 Controller
) 1760-L16ER-BB1E CompactLogix™ 5370 Controller
g View 1769-L18ER-BB1B CompactLogix™ 5370 Controller
1769-L18ERM-BE1B CompactLogix™ 5370 Controller
1769-L19ER-BB1B CompactLogix™ 5370 Controller
1769-L24ER-QB1B CompactLogix™ 5370 Controller

1769-L24ER-CBFCIE  Compactlogix™ 5370 Controller
1769-L27ERM-OBFCTE  CompactLogix™ 5370 Controller

1769-L30ER CompactLogix™ 5370 Controller
1769-L30ERM Compacilogix™ 5370 Controller
1769-L30ER-NSE Compacilogix™ 5370 Controller

l Mame: ] |Te5t

Lacation: | Ci\Users\nthompson\Dacuments'Studio 50004 ~

Next

Finish

Figure 60 - Select PLC type and name new project

Click finish. New instance of Logix designer will be opened.

a Mew Project

1769-133ER CompactlLogix™ 5370 Controller

Test

Revision: 35 v

Security Authority: | No Protection

authorization

Secure With: Logical Name <Controller Name>

Permission Set

Description:

TN T

Figure 61 - New project configuration

Choose select path button.

@ oo Dessgrier - Test [ITESLI3ER 35.11)

s - R sl e
- R

5;.“ . I " Path cnone

iy Dl B . moForces *_ NoEdes

Ecii  View Sewch Llegit Communicabions Tool  ‘Windew  Help

&F Cordrcller Tugs
{ Condroller Fault Handler
! Prosaver-Lip Handlar

- Taiki

A % ATk

Figure 62 - Select path

35

Use only the selected Security Authority for authentication and

ity

|
|

“Favorfin
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7.

8.

Select your controller.

Click download.

& Wha Active (FactaryTalk Linx) O X

O ¥

£ al ? v QA

Go Online

# SIMLTNTHOMPSON

woryTalk Lir - Desktop, SIMLTNTHOMPSON -

Upload. ..

1783-A17, Backplane

Ethemet, AB_ETH-1
Ethemet, AB_ETHIP-1 Update Firmware, ..

Ethemet, Ethemet

Close
10.81.205.63, 1769-L33ER, cip_test 1

Hel

[l »10.85.1.36, 1763-L33ER, cip_test =

use -

L] 2

Browsing - nede 10.81.205.63, 1769-L33ER, cip_test 1fc  Zoom: 100%
Etherneti10.81,205.63 Set Project Path

Path:

Path in Project: <nonex

Dowerload

Clear Project Path

Figure 63 - Select controller

Dowrlaad offline project ‘Test' to the controller,

Connected Contraller:

Mame: tag_writer_test

Type: 1769-L33ER A CompactLogix™ 5370 Controller
Path: Backplane| 16

Serial Murnber:  DO103BSS

Securiky: Mo Protection

1 DAMGER: The controller being downloaded to is the system time
masker, Serva axes in synchronized controllers, in this chassis or
other chassis, may be turned off.

1 DANGER: Unexpected hazardous motion of machinery maw occur,

Some devices maintain independent configuration settings that are
niat loaded ko the device during the download of the controller,

Verify these devices (drives, nebwork devices, 3rd party products)
have been propetly loaded before placing the contraller inka run
mode,

Failure to load proper configuration could result in misaligned data
and unexpected equipment operation,

Cancel Help

Figure 64 - Download controller
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9.

After download is complete, the controller mode can be changed back to remote run. Click yes.

Loy Dargner - Tert [1TERLIIRR ST
A e

0 Bp Mk

8 ool E OIS
B Dy Pioniog O < ——]
SETE (e Whrows ww @

File Ea8 Wipbw  SMch Logk € Go Céflne b Hap

Pragim e

Test Mads

£, MurPuagram
Unichiduled

a4 Mation Bioupt
Ungeouped Axes

® o Aasets

. Logical Model
@ il 1 Configueation
o [ 1760 B

B 6] 17651 VIR Test

Controter Propidiel

Figure 65 - Setting remote run

10. When everything is ready, Logix designer shows "rem run" in the marked box.

T Logie Devigeer - Test [Y768-1326R 35.11]

LA - R ’ I v St b

il B Hede

5 Corarler O 7 P sacplamis VB

W Erergs Sloragh SH ]

= orks ses (e Bun D)uaFues b Hakds 2 Fara

Fie Edf View Seach logk Communicetions Tools Window Help

eriralle Ciganizes - § x

4 . Contraller Test
& ControBer Tags
Controliar Faulk Handier
P ot L Handlar
& Tarks
4 % bainTaik
B & MainProgram
Unichedulsd
l Whaton Graups
Ungrowped &oes
b Assets
By Largicad Mesdel
F] D Combagurstinn
4 [ 17e8 Bus
@ 10} 1 P5-LIBER Teat
a F Ethemet
5 1TEL IR Test

Figure 66 - Remote run confirmation
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5.3.3 Create new module
1.

2.

Click go offline.

@ Logie Designer - Test [ITE5-L33ER 35.11)
= AR, o e MR

B Cartrober 04 1- Fath Backplace| 14* % a R A
W Enargy Sewags OK
S Mgt Rem R
. File ESt ‘iew  Sesch  Loge O

[e—

Controller Test Pregeam Mode
ontroller Tegs
Conroller Fault Handler

a 1 ‘Favoisine A

Tert Mode
Powns-Lp Handler

o Thikes
4 ME
* b MainProgram
Lnscheduled CantroBer Fropertiet

- Mstion Growps
u
] L
P, Logical Bdadel
4 ' 0 Configurstion
4 [ 17ER s
18110} 1 7E0-L33ER Tase
# F5 Ethermct
159 1763-L3ER Test

uped e

Figure 67 - Go offline

Right-click on Ethernet and choose new module.

& Logw Designer - Test [1763-133ER 35.11]

S ) S Lh| o S N
LT

pepien | Pon ssdoianeiics 8% B
5 Eraegy Senl »

Cmme T ofee B. WoPores b, M &

File Edit ‘Wiew Search  Logie Communicabioms  Tooks  ‘Window Help
Conteoller Orgasizer - g
o
4w Controfler Test

7 Controfler Tags
{ Controfler Fyuk Handler
Proswer-Up Haredler

4 Tasks
& "% MainTask
b L MainPragram
Unicheduled
o Mebon Greups
Ungeouptd Axes
b Asiets
e Logieal Mol
4w WO Canfuguratio
4 [ 1 e B
{3 {0] TPED-L 3R Test

@1 B HewModule
mpeel Medule..

Figure 68 - New module
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3.
4.

5.

6.

Find generic Ethernet module on the list.

Select generic Ethernet module and click create.

Input the following data.

Click OK.

Select Madule Type

Catalog  Module Discovery  Favorites

[generic | Clear Filtsrs Show Filters ¥

CatelogMumber  Description
ETHERMET- Ethelet/IP CIP Bridgs

ETHERMET-..

3of 711 Module Types Found Add to Favorites

[ Closs on Creats Close

Help

Figure 69 - Select generic Ethernet module

Parameter Name Value
Name Cassia
IP Address 192.162.0.40[1]
Comm Data - DINT
Input (Assembly Instance) 100
Input (Size) 120[2]
QOutput (Assembly Instance) 150
Output (Size) 1
Configuration (Assembly Instance) 151
Configuration (Size) 4

[1] - Assigned IP address during local network configuration
[2] - Reserved locations for six parameters for 20 sensors

Mew bdodule
Type: ETHERMET-MODILE Generic Ethernet Maodule
Wendor: Fockwell Automation allen-Bradley
Parerit: Local
Mame: Cassia Connection Parameters
Azzembly .
Drescription: Instance: Size:
Input: IE z
Output: 1 z

Comm Format:| Data - DINT ~ Corfiguratiors | 151 E =
Address / Host Mame

@ IPAddress: | 192 0188 . 1 . 1| |

(O Host Mame:

Open Module Properties Cancel

Figure 70 - General module settings
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7.

Change requested packet interval to 200 ms and click OK.

Fiequested Packet Interval (API) | (2005 ms) (1.0 32000 ms)

[ Inhibit Module

[ Major Fauk On Contraller |f Conrection Fails Whils in Fun Mods

Usa Unicast Connection over EtherNet/IP

Module Fault

Status: Dffline

5.3.4 Inputs and outputs data

1

Cancel

Apply Help

Figure 71 - Requested packet interval

Double-click on the controller tags in the controller organizer.

@ Luga Designer - Te (TERLIER 3511

wew e od A e vl
e

L 17 P esomiiss NS v
Lt e

B oFoces
Bt View s lege Commusations

151\ st Tags {E5 s

Data Type

B ETMERHET N OOU
B ETHERAET 00U
AR ETHERNET MOOU

]

e |

oEwes [ 1 Qwares: | [ @

Figure 72 - CIP tags

40

Description

MN7005



2.

3.

Expand Cassia:l.Data.

Click go online.

 contone s Tesconvorcn < [

Suope: | @Test | Show [#1Tags
Name [FE » Value ® Force Mask « Style Dat
b Cassia:C {3 1. AB:
4 Cassiail {3 1. AB:
[ (cassial.nata | {1 {..} Decimal Dk
b Cassia:l. Data[0] 0 Decimal Dir
b Cassia:l. Data[1] 0 Decimal Dir
b Cassia:l. Data[2] 0 Decimal Dir
b Cassia:l. Data[3] 0 Decimal Dir
b Cassiail. Data[4] 0 Decimal Dir
b Cassial.Data[5] Q Decirnal Dir
b Cassiail.Data[6] Q Decirnal Dir
b Cassial.Data[7] Q Decirnal Dir
b Cassial.Data[8] Q Decirnal Dir
b Cassial.Data[9] Q Decirnal Dir
b Cassial.Data[10] Q Decimal oIn
b Cassial.Data[11] Q Decimal DIk
b Cassiail.Data[12] Q Decimal Dir
b Cassia:l. Data[13] 0 Decimal Dir
b Cassia:l. Data[14] 0 Decimal Dir
b Cassial. Data[15] 0 Decimal Dir
b Cassia:l. Data[16] 0 Decimal Dir
b Cassia:l. Data[17] 0 Decimal Dir
b Cassia:l. Data[18] 0 Decimal Dir
b Cassia:l.Data[19] 0 Decimal Dir
b Cassia:l. Data[20] 0 Decimal Dir
b Cassial. Data[21] 0 Decimal Dir
b Cassial Data[22] 0 Decimal Dir

« v \Monitor Tags 4 EditTags /

Figure 73 - Expanded CIP tags

@ Logu Designe: - ap test ITEALIERS.11)

Dountass
4 Comioeccp test
@ Connoli Tige

ContrallcrFault Hondier

siedragam
Unsehaguied
Metion Groups
Ungrauped cer

v

A
i Logiat Mol
4 S0 Configuratan
<@ vwns

B[00 17E0-L 3R cip test
4 g Etnemer

£ 1760-L31R cip test

8 ETHERNET-MODULE Cuia

Figure 74 - Go online
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4.  Download the project into the controller.

Connected To Go Online >

Options  General Date/Time  Major Faults  Minor Faults  Project  Monwalatile Memory

Condition: The open project has offline changes that aren't in the contraller.

Connected Controller
Controller Mame:  Test
Controller Type:  1769-L33ER/A CompactLogix™ 5370 Contraller
Comm Path: Backplanet16
Serial Number:  DO1D3B88
Security: Mo Protection
Oifline Project:
Controller Mame:  Test
Controller Type:  1769-L33ER CompactLogis™ 5370 Controller

File: ...sergvnthompeontD ocumentssStudio S000%ProjectshTest ACD
Serial Number.  DOTD3BES
Security: Mo Protection

Online edits performed during upload may prevent upload from completing,

1+ [] Prohibit online edits during upload.

Select File... Cancel Help

Figure 75 - Download project

5. Eachtag value corresponds to each parameter position shown in sensor details, measurement tab of the EtherNet/IP page.

50:31:AD:02:1D:94 - Details X
PLC list Settings
Parameter Value Input Array
MAC Address 50:31:AD:02:1D:94

Serial Number 10006981 I.Data[0]

State 0/1

BLE State up

Acceleration RMS 0.00293 g I.Data[1]
Velocity RMS 0.004488 in/s I.Data[2]
Surface Temperature 71.6 °F I.Data[3]

Peak 0.155g 1.Data[6]
Kurtosis 2.94140625

Skewness -1.15234375

Sensor Rssi Value -42

Timestamp 1/1/1970, 10:00:00 AM I.Data[4]

Index 15365

Units imperial I.Data[5]

Figure 76 - Measurement tab

4 Cassial.Data

B Cassiail.Data[0]
Cassiail.Data[1]
Cassiail.Data[2]
Cassiail.Data[3]
Cassiail.Data[4]
Cassiail.Datalq]
Cassia:l.Datag]

b .

Figure 77 - Tag list
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5.3.5 Converting data

1. Right-click on tasks/mainprogram and choose add new routine.

{File Edit View

Zontroller Organizer

Search  Logic Communications Tools Window Help

v & x I </ Controller Tags - Test(controller) _

o B=
a s Scope ‘E['EITest v| Show:|AIITags
4 Controller Test
<7 Controller Tags Mame FE 4 va
Controller Fault Handler b CassiaiC
Power-Up Handler 4 Cassiail
4 Tasks X | 4 Cassia:l Data |
4 7% MainTask
|- A Dasa 000
bR
[ Add »|5E  New Routine... ]
Unsc
4 =l Motiond ¥ cut ctri=X | ¢ New Local Tag... Ctri=W
Unar (41 copy Ctri+C New Parameter...
3 Assets - )
) Paste Clrl=V .
e Logical b Import Routine...
Delet: Delet: =
4 170 Conf elete elete b Cassiail.Data[5]

4 {1763 Verify

Cassia:l.Data[f]
el :

p E?E Ether Cross Reference Ctrl=E Cassia:l Data[ 7]
@1 Browse Logic... Ctrl=L Cassia:l.Data[ 8]
ﬂ E] Find in Logical Organizer Cassia:l.Data[9]

Online Edits ¥ Cassia:l.Data[10]
Cassia:l.Data[17]
Print L4 X
Cassial.Data[12]
T T T Cassial Data[13]
Properties Alt=Enter Cassial.Data[14]

2. Type "Conversion" in the name field. Select structured text from the type field drop-down menu.

ey Routine

M ame:

Drezcription:

Type:

|t Program
or Phaze:

[]Open Rou

Cassia:l.Data[15]
Cassia:l.Data[16]
Cassia:l.Data[17]
Cassia:l.Data[18]
Cassia:l.Data[19]
Cassia:l.Data[20]
Cassia:l.Data[27]
Cassial.Data[22]
4/[¥ |\ Monitor Tags 4 Edit Tags /

v v v v v v v v v v v v 9 v T v

-

Figure 78 - Add new routine

>
I| Convergion k. I
Cancel
= Stuctured Test v Help
| L MainProgram v|
Azzignment; |<nu:une> v|
tine

Figure 79 - New routine settings
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3.

Navigate back to controller tags. Go offline to create the following tags:

Name Data Type
vel_rms_divider DINT
acc_rms_divider DINT

skin_temp_divider DINT
sensorl_serial_number DINT
sensorl_acc_rms REAL
sensorl_vel_rms REAL
sensorl_acc_peak REAL
sensorl_skin_temp REAL
sensorl_units BOOL
sensorl_time DINT

Go offline to change data type.

ﬁ Logix Designer - Test [1769-L33ER 35.11]*

Tl T =1 il |

1 Run Mode .
B Controller Sk a Path: Backplane!16%

1 Energy Storage O
9 1/ Mot Responding  Feem Run Mo Forces b ho Edits [

i File Edit WView Search Logic © Go Offline

]v Help

Controller Grganizer Upload...

Download :I Shawr | & Tags
4 Controller Test Program Mode
<7 Controller Tags Run Mode ES - val
Controller Fault Handler Test Mode
Powver-LUp Handler |
4 Tasks Clear Faults
4 23 MainTask Go To Faults
b4 MainProgram
Unscheduled Controller Properties
4 Muotion Groups
Ungrouped Axes
4 Assets
Figure 80 - Go offline

Scope: | BiTest

Name

* vel_rms_divider

* acc_rms_divider

» skin_temp_divider

* sensor1_serial_number
sensorl_acc_rms
sensor1_vel_rms
sensorl_skin_temp
sensori_units

* sensorl_time

| Nryeee—" — T Sl | -

Figure 81 - Controller tags
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5. Double-click main program.

6. Gotothe configuration tab and select conversion for main and <none> for fault from the corresponding drop-down menus.

General Configuration”

B Program Properties - Conversion X

Parameters  Monitor

Azzigned routines:

tair

Fault: ‘ <hones

[ Inkibit program

Cancel Apply Help

Figure 82 - Main program configuration

7. Click OK.

8. Gotoconversion and paste the following text into the conversion routine:

vel_rms_divider := 1000;
acc_peak_divider :=1000;
acc_rms_divider := 2048;

skin_temp_divider := 10; sensorl_serial_number ;= cassia:l.Data[0];
sensorl_acc_rms := cassia:l.Data[1]/acc_rms_divider;
sensorl_vel_rms := cassia:l.Data[2]/vel_rms_divider;
sensorl_skin_temp := cassia:l.Data[3]/skin_temp_ divider;

sensorl_time ;= Cassia:l.Data[4];

sensorl_units := cassia:l.Data[5].0;

Logix Designer - Test [1769-L33ER 35.11]
ot @ xasa 2 et R bR GoR GG

= | Path: Backplans|16% ® & B 4 s osem Rer mes TRV siee

+ 1 Energy Storage
=10 Offline

. naForces b Mo Edis B 4 » Favorites Process Drives  Fi

i File Edit View Search Logic Communications Tools Window Help

Controller Organizer

v & X 4 Controller Tags - Test(controller) B Conversion - MainRoutine

4 Controller Test
<@ Controller Tags
Controller Fault Handler
Power-Up Handler
4 Tasks
4 23 MainTask

4 b Conversion

MainRoutine
Unscheduled

4 2 Motion Groups
Ungrouped Axes

s Sl

vel_rms_divider := 1000;

ace_rms_divide
o skin_temp divider := 10;

|| sensorl_serial number := cassia:I.Data[@];

:= cassia:I.Data[1]/acc_rms_divider;
cassia:I.Data[2]/vel_rms_divider;
assia:1.Data[3]/skin_temo_divider;
:I.Data[4];

1 sensorl_units := (ESSJE:].DEKEIS])

Figure 83 - Structured text conversion
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9. Clicksave.

Logix Designer - Test [1769-L33ER 35.11]
Sl [T R R

5 RUN .

S oK I Fath: Backplane) 1
9 Energy Starage

o I Offline . MoFo

File Edit View Search Logic Communica

Controller Organizer

F Controller Test
<! Controller Tags
Cantroller Fault Handler

Figure 84 - Save

10. Go online and download program to PLC.

@ o eiganr - cp. e DIBLISIR A

Pats 42 N 1105513160

Figure 85 - Go online

Connected To Go Online >

Options  General Date/Time  Major Faults  Minor Faults  Project  Monwalatile Memory

Condition: The open project has offline changes that aren't in the contraller.

Connected Controller
Controller Mame:  Test
Controller Type:  1769-L33ER/A CompactLogix™ 5370 Contraller
Comm Path: Backplanet16
Serial Number:  DO1D3B88
Security: Mo Protection
Oifline Project:
Controller Mame:  Test
Controller Type:  1769-L33ER CompactLogis™ 5370 Controller

File: ...sergvnthompeontD ocumentssStudio S000%ProjectshTest ACD
Serial Number.  DOTD3BES
Security: Mo Protection

Online edits performed during upload may prevent upload from completing,

1+ [] Prohibit online edits during upload.

Select File... Cancel Help

Figure 86 - Download program
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11. Go to monitor tags tab and observe the converted values.

Acc_rmsisin [g] rms unit

Vel_rmsisinin [/s] or[ mm/s]
Skin_tempisin [°F] or [°C]
If units is 0 the system is [metric], if 1 the system is [imperial]

Time is the unix timestamp — number of seconds since January 1, 1970

" " A " . "

-

wel_rms_divider
acc_rms_divider
acc_peak_divider
skin_ternp_divider
sensorl_serial_number
sensarl_acc_rms
sensar]_wvel_rms
sensor]_acc_peak
sensor]_skin_temp
sensarl_units

sensorl_time

Figure 87 - Converted values

6 UPDATING GATEWAY FIRMWARE/APPLICATION

6.1 Update gateway firmware
From the top banner, click other tab.

a

3 il N B

EL Service Container Events

Portal Password

Old Password

New Password

Confirm Password

(P Update Gateway's Firmware

Select File

Verify GPG File Encryption?

Open Source Licenses

Figure 88 - Other tab

Scroll down to update gateway's firmware and click on select file.

1000
2048
1000

10
1009793
0001591
]
0.0012
7.5

]

]

NOTE: Contact Dodge technical support by phone at +1 864 284 5700 ext. 6 or by email at
engineering@support.dodgeindustrial.com to obtain the latest firmware file.

47

MN7005



(P Update Gateway's Firmware

Select File
Verify GPG File Encryption? ()

Open Source Licenses

Figure 89 - Select file for upgrade

Locate the provided file on your PC to update the router's firmware and click open.

& Open ®
“ 7 W+ SearchResults m Desktop - 3 22000_2.1 *®
Oganse = - 0 @
5 Cones. . B0C. B [T X2000_2 112309061648 g2 gpy ot it SYES/I008 902 AN
LI eAuseitcskeontDeckiap Type: 68 il Sie: 347000
b 5 Seacch again i
0 Ubranes B This P T Custom.a
& Domnlosds 2
@ Boruments ¢ |
B Pt # i
Ve ’
@ Muic #
Oudes  »
Sereenchats
leae St Bhas
e names 32000211 2309061642 gr.gmg ~| Alfie

-

Figure 90 - Open firmware file

Click upgrade to start updating the router's firmware and wait until the process has completed.

Q‘) Update Gateway's Firmware

X2000_2.1.1.2309061648.9z.gpg
Verify GPG File Encryption? ()

Open Source Licenses

Figure 91 - Upgrade gateway firmware

6.2 Check portforwarding

Under the container tab, scroll down to the port forwarding configuration tab. Click on protocol, select TCP. In port dialogue, enter
"61210" then apply. This is used to forward OPC-UA data to a different OPC-UA client.

ﬁ Port Forwarding Configuration
Enable Local SSH Login

ON v
Protocol Port
TCcP v 61210
Protocol Port
N/A v
Protocol Port
N/A hd
Protocol Port
N/A v

Apply

Figure 92 - Port forwarding configuration

48 MN7005



6.3 Update gateway application

NOTE: To download the newest X2000 - On-Premise Gateway application file, visit the link below. The application file will be
under software in the literature tab.

https://dodge.ptplace.com/productDetail/ pn=749923

From the top banner, select either the OPC-UA or EtherNet/IP tab.

Click on options and export the configuration file (named "sensors.csv"). Save this file in an easily accessible location, as it will be used
to reconfigure the gateway once the new application is installed.

Ethernet/IP operation

CIP Server
Save
Restore Config

Select File

Export~

Configuration

Last 24 Hours History

Last 7 Days History

Debug Logs

Figure 93 - Export sensor configuration

Navigate to the gateway container section and scroll to the bottom of the page. Click reset and provide confirmation in order to reset the
gateway container.

Protocol Port
N/A v
3 Actions 10.85.13.114 5ays

RESET container and reboot gateway?
[
f Cassla

g e ar e e )

Figure 94 - Reset gateway container
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Reconnect to the gateway and navigate back to the container page. There should no longer be any apps installed on the gateway. If

there are any apps present, reset the container again. Wait for the container status to be running and not installing before continuing to
the next step.

B 3 & o

Status Basic Service Container Events Other
Operating System Ubuntu 16.04.3 LTS
Container Status running
Container Version 1.2.0
CPU Usage 6.10%
Memory Usage 0.15%
Storage Usage 1.02GB / 2.28GB
Transmit Rate 0.09KB
Transmit Bytes 2.15KB
Receive Rate 0.12KB
Receive Bytes 2.84KB

n Installed APPs ()

# Name Version Action

& Install APP

Select File

Figure 95 - Empty container

On the container page, find the "Install APP" section. Click on the select file button.

& Install APP

Select File

‘ Programs in operation

Figure 96 - Install APP

Locate the application file that was previously downloaded and select open.

& open B
W > SeachResults in Desktop + S OnPremsesll *
Crgamue = - 0 @
& Connor - RBC B

= OmPremises.1.2lar Colkersh acksant Desktop
midifeesh S/220ZE 120 PM

W Oer 4 Search agu |
Sotbranes Bl ThaPC 2 Custom,
b Duwnluads o
3 Desuments
1A Pictures
Waork
8 Muse
2 Videos
Scrnanshote

Viser Sepny Pkt

File name: A e

E Sanext

Figure 97 - Open application file
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Click install to start installing the application. Wait until the process is complete.

& Install APP

Select File

Figure 98 - Install application

OnPremises.1.2.tar.gz

Once the installation is complete, navigate to the gateway other page and scroll to the actions section. Reboot the gateway.

3 Actions

" Cassla

Figure 99 - Reboot the gateway

When the gateway has finished rebooting, reconnect and navigate to the container section. The new application with an updated
version number should display in the installed APPs section, as shown below.

‘ Installed APPs (1)

# Name Version Action

1 OnPremises 1.2 m

Figure 100 - New application version

After installing the new application, it is necessary to reconfigure the sensor settings. Go to the options section of either the OPC-UA or
EtherNet/IP section.

1. Clickselectfile.

T
Options X
Unit

Imperial v

Save

Ethernet/IP operation

Ethernet/IP tag writer v

Save

Restore Config

Export ~

Select File
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2.

3.

Figure 101 - Select sensor configuration to restore

Locate the exported configuration file (sensors.csv) and click open.

Click restore.

@ open
€ 3 v 4 | W SomchRestiin Oownloads v it | s
Orgarsze = - 3 @ I
3 o Conner - RECH M Dot moddied Typr Sie
Today
B D ) @ sensars 1) WV ESY M Misrasalt Excel €., i
Yesterda,
4 Downlosds "
Last weak

& Documents #
Earlier this manth
B P #

Last manth
T work .

* Earlier this year
& Musc >

Sesrch agein inc

wites  #
u 0 ibraries B This PC 52 Custorn..
T1 Sereenchnrs.
5 Uhers St Dhines
File namé | semors (1) | M Files

ol

Figure 102 - Open sensor configuration

Save

Ethernet/IP operation

Ethernet/IP tag writer v

Save

Restore Config

sensors (1).csv

Figure 103 - Restore file

52

Options X
Unit
Imperial v
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KNOWLEDGE BASE

How many EtherNet/IP devices and OPC-UA sessions can connect to a X2000 Gateway — On-Premise?
Each gateway functions as a server and can accept up to five EtherNet/IP devices and 10 OPC-UA sessions.

How many OPTIFY sensors can be processed by a X2000 Gateway — On-Premise?
Each X2000 Gateway On-Premise can support up to 20 sensors.

What protocol and service port does a X2000 Gateway — On-Premise support?
The gateway supports CIP protocol, using the industry standard UDP/TCP port: 44818.

What KPIs from the sensor does the gateway transmit to connecting devices?
Surface temperature, velocity and acceleration (RMS).

What does it mean when BLE state is UP or DOWN and what actions should be taken?
UP:
Indicates that the sensor is within range of the gateway and it is working correctly.

DOWN:
- Several instances may cause the BLE state to change to “DOWN” and it is generally attributed to the following conditions:
Sensor is out of range.
Sensor battery is depleted.
Sensor stopped working unexpectedly.
- Actions:
Make sure the sensor is in range of the gateway. Use the refresh button on the OPC-UA or EtherNet/IP page.

If the status has not changed, press the button on the sensor to reset it. Remember, when the button is pressed, all
settings on the sensor are set to default (measurement interval to 3600 seconds, accelerometer range to 2g and
clockto 0 (1970 year)). Then use the refresh button on the OPC-UA or EtherNet/IP page.

If the status has not changed, replace the defective sensor with a new one. Refer to section 3.6 of this user guide.

What does it mean when OPC state is UP, DOWN, or CONFIG and what actions should be taken?
UP means that the sensor is currently connected with at least one OPC-UA Client.
DOWN means that the sensor is not currently connected to any OPC-UA Clients.

CONFIG indicates initial configuration and that the sensor has not yet been connected to any OPC-UA Client. For instructions
on how to connect to OPC-UA Client, please refer to section 4.2 of this user guide.

What does it mean when PLC state is 0/0, 0/1, 1/1, DOWN or UP and what actions should be taken?
0/0, 0/1, and 1/1 refer only to EtherNet/IP tag writer operation.

- 0/0indicates initial configuration. For more information on how to assign PLC Controller to a sensor, please refer to
section 3.5 of this user guide.

- 0/1indicates that the sensor has been configured with one PLC controller and it is not connected to any PLC controller.
- 1/1indicates that the sensor has been configured with one PLC controller and it is connected to one PLC controller.
DOWN and UP refer only to CIP Server operation.

- DOWN indicates that the sensor is not connected to the PLC controller. For more information on how to assign PLC
Controller to a sensor, please refer to section 3.5 of this user guide.

- UP indicates that the sensor is connected to the PLC controller.
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8 GLOSSARY

EtherNet/IP (IP = Industrial Protocol) uses the Ethernet infrastructure to manage the connection between various automation
devices such as robots, PLCs, sensors, CNCs, and other industrial machines. It is managed by the Open DeviceNet Vendors
Association (ODVA).

OPC-UA stands for Open Platform Communications Unified Architecture and is a data exchange standard for industrial
communication (machine-to-machine or PC-to-machine communication). This open interface standard is independent of
the manufacturer or system supplier of the application, of the programming language in which the respective software was
programmed, and of the operating system on which the application is running.

PLC stands for Programmable Logic Controller and is a ruggedized computer used for industrial automation. These
controllers can automate a specific process, machine function, or an entire production line.

BLE stands for Bluetooth Low Energy, which is a variation of Bluetooth wireless standard designed for low power
consumption.

EtherNet/IP (IP = Industrial Protocol) uses the Ethernet infrastructure to manage the connection between various automation
devices such as robots, PLCs, sensors, CNCs, and other industrial machines. It is managed by the Open DeviceNet Vendors
Association (ODVA).

OPC-UA stands for Open Platform Communications Unified Architecture and is a data exchange standard for industrial
communication (machine-to-machine or PC-to-machine communication). This open interface standard is independent of
the manufacturer or system supplier of the application, of the programming language in which the respective software was
programmed, and of the operating system on which the application is running.

PLC stands for Programmable Logic Controller and is a ruggedized computer used for industrial automation. These
controllers can automate a specific process, machine function, or an entire production line.

BLE stands for Bluetooth Low Energy, which is a variation of Bluetooth wireless standard designed for low power
consumption.
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